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Introduction

The following Release Notes illustrate the complete understanding of the content of the delivery of the updated Regional Business Application (RBA) software.  The Release Notes detail the enhancements and corrections to the RBA system.  

Purpose

The purpose for this RBA release is to change some functionality to the main application as well as to fix known issues. This and other functions will be accomplished through the following ECPs:

ITSS:

· ECP-266: Change Password Expire Functionality
· ECP-277: Customer Satisfaction Survey

updates included in ITSS

This section provides details on updates implemented in ITSS.

Implementation of ECP-266 (Change Password Expire Functionality)

The GSA has requested a change to the functionality of passwords and user accounts within the RBA.  

1. Passwords will now be required to have at least one “special character” in their password. Special characters include the following: 
 ! #$%()*+,-:<=>?\_`{}|~^[]&
2. When the ‘Forgot Password’ functionality is used, the user will not receive their current password via email, but will be sent a temporary password in an email with the text below included:

***A Forgot Password request was made for your ITSS username and sent to this email address as it is the one listed in the account. A temporary password has been created for you: pa$$w0rd1

You have three days to log into ITSS using this password, at which time you will be prompted to create a new one.

THIS IS AN AUTOMATIC EMAIL NOTIFICATION FROM IT-SOLUTIONS SHOP.  PLEASE DO NOT REPLY . YOU MAY RECEIVE AN ERROR MESSAGE.  IF YOU HAVE QUESTIONS  REGARDING THIS EMAIL, PLEASE CONTACT THE ITSS. THANK YOU.***

3. Previously, a password expiration warning was emailed 10 days and 1 day prior to the 90 day expiration date.  If the password was not changed within this 90 days, a system-generated email was sent with a new system-generated password.  

The 10 day expiration warning has not been changed, however a 1 day notice will no longer be sent, and new passwords will no longer be emailed.  Instead, the following password “age” validations have been added:

Upon login, the system computes the age (in days) of the user’s password. If the password age is:

· Between 80 – 89 days old:  The current password is valid.  However, the user is notified via the user interface that the password will expire in XX days. A link to the Change Password page is provided.

· Between 90 – 119 days old:  The current password has expired.  Login is still possible using the expired password, however upon login, the user will be redirected to the Change Password page where the user will be prompted to enter the following information:

· Expired password

· New password

· Verify new password

Upon submission, if the password change is successful, the user will be redirected to the homepage to continue with the workflow.  The password “age” is reset to 0.

· Between 120 – 179 days old:  Since the current password has been expired for at least 30 days, the account is locked.  The user must contact the RBA Registration desk to unlock the account.  Once the account has been unlocked, the user may then login using the expired password.  Upon login, the user will be redirected to the Change Password page and prompted to change their password, as described above.

· At least 180 days old:  Since the current password has been expired for 90, the user account is rejected.  The user will not be able to login to change the password.  Users must contact the RBA Registration desk to un-reject the account.
Implementation of ECP-277(Customer Satisfaction Survey)

The GSA has requested enhancements to the RBA to assist with gathering customer feedback through a customer satisfaction survey website.  The GSA has established this website external to the RBA, and ITSS will only provide a link to this site.  Two new functions have been added to ITSS to facilitate this: an auto-generated email notice containing the link is sent on completion of an order; and a new feature for the GSA on the Client Order Information (COI) form which can be used to send the email notice on demand.
1. Order Completion

Upon completion of an order, the clients listed will receive a system-generated email with a link to the GSA customer satisfaction survey site.  An order is considered “complete” when a GSA Customer Service Representative (CSR) marks the order complete in ITSS.  This action will be modified to do the following:

· Send a system-generated email to the client(s) identified on the order and the CSR listed.  The email will contain the following elements:

-Text thanking the customer for their business

-Request to complete a brief survey

-A link to the external GSA survey website

2. COI Initiate Survey Button

To facilitate sending a customer satisfaction survey “on-demand”, a new feature to initiate a customer survey has also been provided for the GSA. This feature is available to all GSA users identified within the GSA Order Support section of the COI, after the order has been initially awarded.  These users can initiate the customer satisfaction survey on-demand (e.g. at the end of milestones, deliverables, etc.) by clicking on the button which will send a system-generated email to the client and the CSR listed. This email is the same as that sent when the order is marked complete as described above.
FOLLOW-ON SUPPORT

If problems are encountered with the ITSS, GWAC or ITOMS components of the RBA, users are encouraged to call 1 (877) 243-2889 (option 1 for problems with ITSS/GWAC or option 3 for problems with ITOMS).  
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