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1 Task Requirements

1.1 Task Client

General Services Administration (GSA)

Federal Technology Service

Office of Information Technology 

10304 Eaton Place 

Fairfax, VA 22030-2213

1.2 Introduction

The following Release Notes illustrate the complete understanding among TechFlow, Inc. and the General Services Administration (GSA) as to the content of the delivery of the updated Regional Business Application (RBA) software.  The Release Notes detail the enhancements to the RBA system.  

1.3 Purpose

The primary purpose for this RBA release is to add functionality to the main application. This will be accomplished through the following ECPs:

· ECP-212: Add ‘System Rules of Behavior’ to Login Process
· ECP-237: ITSS Account Lockout
2 updates included in ITSS

This section provides details on updates implemented in ITSS.

2.1 Implementation of ECP-212 (Add ‘System Rules of Behavior’ to Login Process)

To comply with GSA security policies, a ‘Terms of Usage’ clause will be added to the main login page of ITSS, and a complete description of the ‘Rules of Behavior’ will be sent to newly registered users. The complete ‘Terms of Usage’ clause, which must be accepted before every log on, is displayed below.  Figure 1 shows how it appears on the login page. 
******* WARNING *******

This is a U.S. General Service Administration Federal Government computer system that is FOR OFFICIAL USE ONLY.  This system is subject to monitoring. Therefore, no expectation of privacy is to be assumed.  Individuals found performing unauthorized activities are subject to disciplinary action including criminal prosecution.

******* WARNING *******
[image: image2.png]Login

Please enter your Username and Password

Usemame:| ]
Passwork| ]

“* WARNING ***
This is a U.S. General Service Administration Federal
Government computer system that is FOR OFFICIAL
USE ONLY. This system i subject to moniforing.
Therefore, no expectation of privacy is to be assumed. ¥

3

T agree to the above terms

(=]




Figure 1: Login Page Term of Usage Agreement
If the check box below the terms is not selected, the message box displayed in Figure 2 will appear.  
[image: image3.png]A\ Yo ook fone o oo it s acepin th orns st

o





Figure 2: Terms Acceptance Popup Message

The complete ‘Rules of Behavior’ will be included on the welcome email that is sent to all newly registered users, as well as the email that confirms a password change.  

2.2 Implementation of ECP-237 (ITSS Account Lockout)
To comply with GSA security policies, a process will be implemented to lock a user’s account after multiple unsuccessful login attempts.  The new policy locks a user’s account after four unsuccessful login attempts in succession, at which point the message shown in Figure 3.
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Multiple invalid attempts to authenticate has caused this account to be
locked.

Please contact the IT-Solutions Registration Support Help Desk
at (377) 2432889 option 2 for assistance in unlocking this account.





Figure 3: Account Lockout Message
Once an account is locked it can only be unlocked by contacting the IT-Solutions Registration desk.  Entering the correct password after the account is locked will not succeed, nor is there a time limit after which the account is automatically unlocked.  
3 FOLLOW-ON SUPPORT

If problems are encountered within ITSS, users are encouraged to call the ITSS Support Desk at (877) 243-2889 (option 1). 
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