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Task Title:  General Services Administration (GSA) AASBS NBA / RBA
Document Title:  2012 October POAM Patch Release Notes v.11.8.5
Document Version Number:  1.0
Date:  October 24, 2012
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General Services Administration (GSA)
Federal Acquisition Service (FAS)
Office of the Chief Information Officer 
2100 Crystal Drive, Room 11052 
Arlington, VA 22202
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0. [bookmark: _Toc338857238]CHG80541 – Apply Oracle Critical Patch for July to CODB Database
[bookmark: _Toc338850752]A Critical Patch Update (CPU) has been applied to address multiple security vulnerabilities to the CODB database.
[bookmark: _Toc338857239]Plan of Actions and Milestones (POAM)
[bookmark: _Toc338857240]POAM Changes
The following POAM changes were delivered with the implementation of the October POAM Patch Maintenance Release:
	CR/PRB
	APP
	SUBJECT

	CHG78977
	Portal
	POAM_FY12Q2_NBA_MEDIUM Cross-Site Request Forgery

	CHG80228
	RBA
	POAM_FY12Q3_RBA_HIGH The remote Windows host has an application that is affected by buffer overflow vulnerabilities

	CHG81072
	RBA
	POAM_FY12Q4_RBA_HIGH Outdated Oracle Java

	CHG81199
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host contains a web browser that is affected by multiple vulnerabilities.

	CHG81200
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host has a code execution vulnerability.

	CHG81201
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host may be vulnerable to code execution attacks.

	CHG81202
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host contains programming platform that is affected by multiple vulnerabilities

	CHG81203
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host is affected by a privilege escalation vulnerability.

	CHG81204
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host is affected by a remote code execution vulnerability.

	CHG81205
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host is potentially affected by multiple code execution vulnerabilities.

	CHG81206
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host is affected by multiple privilege escalation vulnerabilities.

	CHG81207
	NBA
	POAM_FY12Q4_NBA_HIGH The Windows kernel affected by a multiple vulnerabilities that could result in privilege escalation

	CHG81208
	NBA
	POAM_FY12Q4_NBA_HIGH Arbitrary code can be executed on the remote host through Microsoft XML Core Services.

	CHG81210
	NBA
	POAM_FY12Q4_NBA_HIGH Opening a specially crafted media file could result in arbitrary code execution.

	CHG81211
	NBA
	POAM_FY12Q4_NBA_HIGH The remote host is affected by code execution vulnerabilities.

	CHG81212
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host is affected by multiple vulnerabilities.

	CHG81213
	NBA
	POAM_FY12Q4_NBA_HIGH Arbitrary code can be executed on the remote host through the Microsoft Foundation Class library.

	CHG81214
	NBA
	POAM_FY12Q4_NBA_HIGH The .NET Framework install on the remote Windows host could allow arbitrary code execution.

	CHG81215
	NBA
	POAM_FY12Q4_NBA_HIGH The version of the .NET Framework installed on the remote host allows arbitrary code execution.

	CHG81216
	NBA
	POAM_FY12Q4_NBA_HIGH The .NET Framework installed on the remote Windows host could allow arbitrary code execution.

	CHG81217
	NBA
	POAM_FY12Q4_NBA_HIGH The remote Windows host could allow arbitrary code execution.

	CHG81218
	NBA
	POAM_FY12Q4_NBA_HIGH Arbitrary code can be executed on the remote host through Microsoft Data Access Components.

	CHG81230
	NBA
	POAM_FY12Q4_NBA_MEDIUM The remote Windows host has an information disclosure vulnerability.

	CHG81231
	NBA
	POAM_FY12Q4_NBA_MEDIUM obtain sensitive information...remote Windows host ...Secure Channel security package

	CHG81252
	NBA
	POAM_FY12Q4_NBA_HIGH Cross-Site Scripting

	CHG81256
	NBA
	POAM_FY12Q4_NBA_HIGH Anonymous has been granted access to create new documents in a database.

	CHG81257
	NBA
	POAM_FY12Q4_NBA_HIGH The server is configured to allow all users to run personal agents on the server.
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Follow-On Support
If assistance is needed with an AAS Business System, users are encouraged to call 1 (877) 472-4877.
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