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1.0 Task Information

Task Title: General Services Administration (GSA) AASBS - ASSIST

Document Title:  AASBS – March 2013 Maintenance Release
1.1 Task Client

General Services Administration (GSA)

Federal Acquisition Service (FAS)

Office of the Chief Information Officer 

2100 Crystal Drive, Room 11052 

Arlington, VA 22202

2.0 Task Requirements

2.1 Purpose 
Maintenance Release - The main purpose for this release is to improve quality and performance in the Assisted Services Shared Information SysTem (ASSIST), the Regional Business Application (RBA) Information Technology Solutions Shop (ITSS), and the Integrated Task Order Management System (ITOMS) through change requests described in this document.
3.0 Change Requests for the RBA 
3.1 ITOMS:  CHG79693 – Correct ITOMS Session Timeout to Allow Desktop SSO User to Stay Logged In 
3.1.1 User Impact

The user will be able to continue working in ITOMS, without interruption by a premature logout.
3.1.2 Impact to Workflow

The workflow will be allowed to continue without premature interruption.

3.1.3 Change Description

Previously, if the GSA user was idle in ITOMS for more than 30 minutes, the system would automatically log them out.  This change will update the logout procedures to accommodate the Desktop SSO 9-hour logout timeframe.
3.2 RBA ECF:  CHG82931– Correct ECF 'Uploaded By' Column Value on Attachments
3.2.1 User Impact

The user who uploads attachments will be correctly identified.
3.2.2 Impact to Workflow
None.
3.2.3 Change Description

Previously, when two users uploaded documents into ECF at the same time, the system occasionally mismatched the names, resulting in the incorrect user name being displayed in the ‘Uploaded By’ column of the ECF data grid.  This change request ensures that the correct ‘Uploaded By’ user name is populated in the column.
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Figure 1: Example of ECF Data Grid
4.0 Change Requests for Support

4.1 TOS:  CHG81964 - Externalize the Domino username and password for TOSNext Java.
4.1.1 Change Description

Previously, the credentials were hardcoded within the Domino Connector class within TOSNext Java.  This has been externalized.
5.0 POAMs Included in this Release

	Chg ID
	App
	Enhancement

	CHG62518
	RBA
	POAM_FY12Q1_RBA_ MEDIUM Ambiguous webnames allowed (shortname)

	CHG80240
	RBA
	POAM_FY12Q3_RBA_MEDIUM It may be possible to get access to the remote host.

	CHG81089
	RBA
	POAM_FY12Q4_RBA_MEDIUM Persistent Cookie Use KCG

	CHG81938
	NBA
	POAM_FY12Q4_NBA_MEDIUM Exception Error Message

	CHG82137
	NBA
	POAM_FY13Q1_NBA A profile has been found with the PASSWORD_REUSE_TIME parameter less than the parameters set

	CHG82138
	NBA/RBA
	POAM_FY13Q1_RBA&NBA Object privileges have been granted to the PUBLIC role.

	CHG82139
	NBA/RBA
	POAM_FY13Q1_RBA&NBA System privileges has been granted to an account instead of a role

	CHG82145
	NBA/RBA
	POAM_FY13Q1_RBA&NBA An account has been granted the privilege BECOME USER or ALTER USER.

	CHG82230
	RBA
	POAM_FY13Q1_RBA A profile has been found with the PASSWORD_VERIFY_FUNCTION not enabled.

	CHG82240
	RBA
	POAM_FY13Q1_RBA An account has been granted the privilege BECOME USER or ALTER USER.

	CHG82245
	RBA
	POAM_FY13Q1_RBA The predefined role CONNECT has been granted to an account.

	CHG82247
	RBA
	POAM_FY13Q1_RBA An account's default tablespace is SYSTEM.

	CHG82273
	RBA
	POAM_FY13Q1_RBA It may be possible to get access to the remote host.

	CHG82277
	RBA
	POAM_FY13Q1_RBA The web server running on the remote host has an information disclosure vulnerability.

	CHG82283
	RBA
	POAM_FY13Q1_RBA Exception Error Message

	CHG82509
	RBA
	POAM_FY13Q2 A profile has been found with the PASSWORD_VERIFY_FUNCTION not enabled

	CHG82510
	RBA
	POAM_FY13Q1 An account has been granted the privilege GRANT ANY ROLE.

	CHG82511
	RBA
	POAM_FY13Q2 An account has been granted the role JAVA_ADMIN.

	CHG82515
	RBA
	POAM_FY13Q2 The predefined role CONNECT has been granted to an account.

	CHG82526
	NBA
	POAM_FY13Q2_NBA It may be possible to get access to the remote host

	CHG82531
	NBA
	POAM_FY13Q2 It is possible to log into the remote Windows host with a NULL session

	CHG83214
	RBA
	POAM_FY13Q2 The default user has excessive access.

	CHG83216
	NBA
	POAM_FY13Q2 A form field has full-text indexing enabled.

	CHG83217
	NBA
	POAM+FY13Q2 The server is configured to allow all users to run personal agents on the server.

	CHG83218
	NBA
	POAM+FY13Q2 A default database password has not been changed.

	CHG83219
	NBA
	POAM_FY13Q3 A profile has been found with the FAILED_LOGIN_ATTEMPTS ...not within the parameters set ... security policy

	CHG83221
	NBA
	POAM_FY13Q2 One of the user's in the database was found with a password that could be easily-guessed.

	CHG83222
	NBA
	POAM_FY13Q2 Authentication through the remote login password file is enabled

	CHG83224
	NBA
	POAM_FY13Q2 Found an account or role with the system privilege CREATE LIBRARY or CREATE ANY LIBRARY.

	CHG83225
	NBA
	POAM_FY13Q2 The EXECUTE privilege on the SYS.UTL_FILE package has been granted to the PUBLIC role.

	CHG83228
	NBA
	POAM_FY13Q2 The target database is vulnerable to CONTEXT index SQL injection.

	CHG83229
	NBA
	POAM_FY13Q2 Cross-Site Scripting

	CHG83230
	RBA
	POAM_FY13Q2 Insufficient Transport Layer Protection - Weak Cipher

	CHG83231
	RBA
	POAM_FY13Q2 Cross-Site Scripting

	CHG83232
	RBA
	POAM_FY13Q2 Lotus Domino Database (agentrunner.nsf)


6.0 Branch Requests

	Chg ID
	Enhancement

	CHG83440
	Branch Request- FY13Q3X_AprMaint

	CHG83490
	Branch Request - FY13Q3X_AprMaint ArchiveFund


7.0 Follow-On Support

If assistance is needed with an AASBS Business System, users are encouraged to contact
1 (877) 472-4877, or AASBS.helpdesk@gsa.gov.
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