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1.0 Task Information

Task Title: General Services Administration (GSA) AASBS - ASSIST

Document Title:  AASBS – May 2013 Maintenance Release
1.1 Task Client

General Services Administration (GSA)

Federal Acquisition Service (FAS)

Office of the Chief Information Officer 

2100 Crystal Drive, Room 11052 

Arlington, VA 22202

2.0 Task Requirements
2.1 Purpose 
Maintenance Release - The main purpose for this release is to resolve security vulnerabilities (aka Plan of Action & Milestones or POAM’s) found within the Assisted Services Shared Information SysTem (ASSIST), the Regional Business Application (RBA), and in the National Business Application (NBA) through change requests described in this document.
3.0 POAMs Included in this Release

The following POAMs deployed in May Maintenance are not expected to impact workflow.  The end user should not notice any differences in the system after these changes are deployed to Production.
	CHG ID
	App
	POAM Subject

	CHG83664
	RBA
	nCircle - Weekly Scan Reports - Java Remote Code Execution Vulnerability

	CHG83541
	NBA
	nCircle - Weekly Scan Reports - Java Vulnerabilities

	CHG81269
	NBA
	POAM_FY12Q4_NBA_MEDIUM A profile has been found with the PASSWORD_LIFE_TIME parameter not within ...security policy.

	CHG81266
	NBA
	POAM_FY12Q4_NBA_MEDIUM The option "Check passwords on Notes IDs" is set to Disabled.

	CHG82132
	RBA
	POAM_FY13Q1_NBA A profile has been found with the PASSWORD_GRACE_TIME parameter not within the parameters set

	CHG82227
	RBA
	POAM_FY13Q1_RBA A profile has been found with the PASSWORD_LIFE_TIME parameter not within the parameters set.

	CHG82229
	RBA
	POAM_FY13Q1_RBA A profile has been found with the PASSWORD_REUSE_TIME parameter less than the parameters set

	CHG82239
	RBA
	POAM_FY13Q1_RBA An account has been granted the privilege CREATE PUBLIC SYNONYM.

	CHG82237
	RBA
	POAM_FY13Q1_RBA An account has been granted the privilege GRANT ANY ROLE.

	CHG82231
	RBA
	POAM_FY13Q1_RBA Object privileges have been granted to the PUBLIC role.


	CHG82242
	RBA
	POAM_FY13Q1_RBA The PUBLIC role has been granted the EXECUTE privilege on one of the following packages: 


	CHG ID
	App
	POAM Subject

	CHG83279
	NBA
	POAM_FY13Q2 A profile has been found with the PASSWORD_GRACE_TIME parameter not within....set for the security policy

	CHG83281
	NBA
	POAM_FY13Q2 A profile has been found with the PASSWORD_LOCK_TIME parameter less than....set for the security policy

	CHG83254
	RBA
	POAM_FY13Q2 A profile has been found with the PASSWORD_REUSE_MAX parameter less than ...set for the security policy

	CHG83282
	NBA
	POAM_FY13Q2 A profile has been found with the PASSWORD_REUSE_MAX parameter less than....set for the security policy

	CHG83283
	NBA
	POAM_FY13Q2 A profile has been found with the PASSWORD_REUSE_TIME parameter less than ,,set for the security policy

	CHG83284
	NBA
	POAM_FY13Q2 A profile has been found with the PASSWORD_VERIFY_FUNCTION not enabled.

	CHG83245
	RBA
	POAM_FY13Q2 A user has been found with the "Required change interval" not within the limits set for the security policy.

	CHG83220
	NBA
	POAM_FY13Q2 An account or roles has been granted permissions to modify or read the database links table (SYS.LINK$).

	CHG83244
	RBA
	POAM_FY13Q2 The server allows anonymous access and a database ACL has been found that does not have an Anonymous entry.


4.0 Follow-On Support

If assistance is needed with an AASBS Business System, users are encouraged to contact
1 (877) 472-4877, or  AASBS.helpdesk@gsa.gov.
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