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1.0 Task Information

Task Title: General Services Administration (GSA) AASBS 
Document Title: AAS Business Systems Portal and Single Sign-on Release Notes v11.0.0
Document Version Number: 1.0
Date:  December 7, 2011
Task Client
General Services Administration (GSA)

Federal Acquisition Service (FAS)

Office of the Chief Information Officer 

2100 Crystal Drive, Rm. 11052 

Arlington, VA 22202

2.0 Task Requirements
Purpose 

In December 2010, a web-interface to the National Business Application (NBA) was deployed using LifeRay portal technology.  The purpose of the FY12Q1C release is to further develop and repurpose this portal environment to serve as a front-end for both the NBA and the Regional Business Application (RBA).  The internet URL of the Portal is https://portal.fas.gsa.gov and the computer applications provided by the Federal Acquisition Service (FAS) that can be accessed from that environment are collectively known as “AAS Business Systems” or AASBS.
Two additional technology initiatives are deployed as part of this AAS Business Systems Portal release:

· The ability to generate business activity/intelligence reports from both the NBA and RBA, using an open-source reporting tool that has been integrated with the Portal environment.  This reporting platform will be leveraged in the future as additional reports are brought online.
· Integration with the EAS desktop single sign-on (SSO) to provide enhanced access for GSA employees to AASBS applications.

Deployment of the AAS Business Systems Portal provides a single point of access to the NBA and RBA for GSA-internal users, clients and industry partners.  Portal implementation with SSO is representative of the FAS enterprise service-oriented architecture (SOA).

3.0 Assistance for AAS Business Systems Portal

In support of AAS Business Systems Portal, the help desk functions and protocols for NBA and RBA have been consolidated as AAS Business Systems Help Desk.  The AASBS help desk points of contact are:

· (877) 472 4877
· AASBS.helpdesk@gsa.gov
Legacy points of contact for RBA and NBA help desks have not been retired and will direct users to the AAS Business Systems Help Desk.                              
Training Materials for AAS Business Systems Portal

Training materials for using AAS Business Systems Portal are available online at the following URL:

https://web.itss.gsa.gov/itss/v41_helpdocs.nsf/WebFAQ!OpenView&Start=1&Count=30&Expand=6#6 
Available training materials include:

· AAS Business Systems Portal Training for Clients

· AAS Business Systems Portal Training for Contractors

· AAS Business Systems Portal Training for GSA Users

· Reports Portlet Training for Clients

· Reports Portlet Training for Contractors

· Reports Portlet Training for GSA Users
Training materials require installation of Adobe Reader version 9 or higher on your computer.  This version can be downloaded from http://www.adobe.com/products/reader.html.

System Announcement Portlets

A portlet containing system announcements is presented to users on the Portal page and each application “landing” or “home” page.  System announcements can be viewed by all users or specific user communities based on user profile and message content.  Users should regularly check the announcements portlet for messages of importance or interest from system administrators and the GSA.

4.0 System Privacy Statement

AAS Business Systems Portal is a U.S. General Services Administration Federal Government computer system that is “For Official User Only”.  System users should review the AASBS “Privacy Statement” that is accessible from the hyperlink in the web-page footer of AASBS component applications.  Use of the Portal constitutes acceptance of the AASBS “Privacy and Security Policy” and system “Rules of Behavior”.

5.0 Access to AAS Business Systems Portal
The internet URL of the AAS Business Systems Portal is https://portal.fas.gsa.gov.
Browser Compatibility and Screen Resolution
AAS Business Systems Portal uses LifeRay technology and is best-viewed with Internet Explorer 8.0 or higher.
Users of Internet Explorer in “compatibility mode” or other Internet browsers are able to access the Portal environment but may experience difficulties in navigating to certain pages or invoking functions within Portal.

The Portal environment is best-viewed at a screen resolution of 1024 x 768 pixels or higher.
New User Registration
AAS Business Systems accommodates three distinct user communities. The new user registration and approval process is different for each type of user but has not been changed as part of this release.

Government Client Registration
Registration by Government clients for IT-Solutions Shop (ITSS) and the Government-wide Acquisition Contracts (GWACs) Management Module (GWAC MM) can be performed online by selecting the appropriate option from the “Registration” menu on the Portal page. 
Industry Partner Registration
Registration by Industry Partners can be performed online by selecting the desired option from the “Registration” menu on the Portal page.  Separate registration is required for ITSS/GWAC MM and the Tracking and Ordering System (TOS).
GSA Employee Registration
Registration of GSA employees for ITSS/GWAC MM is performed by the AAS Business Systems Registration Desk, upon request from GSA regional points of contact.  GSA employee registration for TOS is performed upon request by FEDSIM.  Registration approval and access levels for AAS Business Systems are granted after validation in the GSA Name and Address database.
Existing User Access
Existing users can login to AAS Business Systems from the Portal page by entering their current NBA or RBA user name and password.  Upon successful login, NBA users will be directed to the FEDSIM Business Applications “landing” page.  RBA users will be directed to the landing page of the RBA component application (ITSS, GWAC MM, ITOMS) that was selected as default from the user’s preference settings.

Users must check the box to indicate acceptance of system “terms” prior to login.

Users with Both RBA and NBA Access
Users with access to both the RBA and NBA will be directed to the FEDSIM Business Applications “landing” page, as default, upon successful login.  These users can now tab between FEDSIM Business Applications and the landing pages for the RBA component applications to which they have access, by selecting the desired application tab from the Portal navigation bar.
Enhanced Access for GSA Employees

In addition to entering their current RBA or NBA system credentials from the Portal page, GSA personnel can login to AAS Business Systems by:
· Entering their ENT (Windows) user name and password from the Portal page.  

· Invoking desktop SSO, from a GSA issued computer that is connected to the GSA network directly or over the GSA VPN.  GSA users that access the Portal URL with SSO bypass the Portal page, are automatically logged-in, and are directed to their preferred application landing page.

Invalid Login Attempts
The system will impose a “lockout” after five invalid login attempts.  If a user account is locked due to invalid login attempts, then that user should contact the AAS Business Systems Help Desk for assistance.  

Forgotten Passwords
A “Forgot Password” hyperlink has been provided for AAS Business Systems users.  The “Forgot Password” page supports retrieval of forgotten RBA login credentials for all users and NBA login credentials for Industry Partners.  If ENT credentials or NBA login credentials have been forgotten by a GSA user, then that user should contact the GSA IT Services Helpdesk at (866) 450 5250 or email ITServiceDesk@gsa.gov.  
System Timeout and Logout
To preserve system resources and security, AAS Business Systems Portal automatically logs-out users that have accessed the system with RBA or NBA or manually entered ENT credentials after 20 minutes of inactivity.  Users will be warned after 15 minutes of inactivity and provided with an interactive function to continue their system session.  The following actions will also reset the automatic logout timer:
· Clicking on a navigation link

· Clicking on a button 

· Refreshing the web-browser
System Timeout for Desktop SSO Users
AAS Business Systems Portal automatically logs-out users that have accessed the system over Desktop SSO after nine hours of inactivity.  The enforcement of a nine hour “time-out” represents a considered balance between the need to preserve system resources for a large community of users and provision of uninterrupted system access for GSA personnel during a traditional work-day.

System Logout
AASBS employs “cookies” to identify users, deliver content and persist each user’s session.  It is therefore recommended that users of AAS Business Systems invoke the “Logout” function to exit component applications and also close all web-browser instances of the same type used to access AASBS.
Open SSO Login Function
Upon invoking the logout function from applications within AAS Business Systems Portal, users are directed to the Portal page.  Logout will also terminate desktop SSO access to Portal.  GSA personnel can reinitiate their SSO connection to Portal by clicking the “Open SSO Login” button on the Portal page.

The “Open SSO Login” function was implemented primarily to support certain FEDSIM users that require access to FEDSIM, IBS and CISS databases to perform their job functions.  If connected to Portal from desktop SSO, these users would invoke the logout function; and be directed to the Portal page.  These users would then manually enter their NBA system credentials with access to the desired database.  After completing tasks that require those credentials, users would logout and invoke the “Open SSO Logout” function to restore desktop SSO access.   
6.0 Changes to FEDSIM Business Applications
The previous FEDSIM Portal workspace has been retitled “FEDSIM Business Applications”.  As current users of LifeRay portal technology, NBA users will experience few system changes from the transition to AAS Business Systems Portal.    

NBA Task Overview Report
With the AAS Business Systems Portal deployment, GSA employees will have the ability to generate “NBA Task Overview” reports.  Upon entering an ACT Number and clicking “View Report” from the “FEDSIM Reports” portlet, the system will generate a report that provides a high-level overview of an awarded NBA order.  The report includes summary information and billing history for the order.  The printable version of the report includes further detail for mods, bills, and invoices.
7.0 Changes to IT-Solutions Shop
Integration of LifeRay portal technology with IT-Solutions Shop has resulted in an ITSS “landing” or “home” page with a new look and feel.  LifeRay portal technology has not been implemented on other ITSS pages.  Functionality on the ITSS “landing” page is mostly unchanged but has been organized into portlets.      

Enhancements to ITSS Action Items Functionality
Functionality for ITSS Action Items has been enhanced with the AAS Business Systems Portal deployment.  The number of Action Item displayed in a view can now be set by the user and pagination controls have been added to facilitate navigation through a large number of items.  The database query used to populate Action Item views has been optimized to improve performance, in response to user feedback.  
RBA Task Overview Report
With the AAS Business Systems Portal deployment, GSA employees and Client users will have the ability to generate “RBA Task Overview” reports.  Upon entering an Order ID (Clients can select from a list of orders for which the user is authorized to view) and clicking “View Report” from the “ITSS Reports” portlet, the system will generate a report that provides an overview of an awarded RBA order.  The report includes billing history, overall funding, funding by task item, task order structure, mod history and hyperlinks to the funding document(s) that the order is using.  

GSA users are able to generate this report for orders within the region(s) that the user is authorized.  Clients are able to generate this report for orders on which they are designated or peer.  
Industry Partner users will have the ability to generate “RBA Task Overview - Vendor” reports.  Upon selecting an Order ID from a list of orders for which the vendor is authorized to view and clicking “View Report” from the “ITSS Reports” portlet, the system will generate a report that provides an overview of an awarded RBA order.  The report includes total award amount, award amounts per task item, task item structure and order mod history.  
Vendor users are able to generate this report for orders on which they are listed.  

FAS RBA Customer Funding Statement Report
With the AAS Business Systems Portal deployment, GSA employees will have the ability to generate “FAS RBA Customer Funding Statement” reports.  Upon entering a Funding Document number and clicking “View Report” from the “ITSS Reports” portlet, the system will generate a report that provides summary information for the overall funding document.  From this report, details for each funding citation related to that order can be accessed by hyperlink.    

Portions of this report are accessible from the “RBA Task Overview” report that can be generated by Client users.
GSA users are able to generate this report for funding documents associated with the region(s) that the user is authorized.  Clients can access Funding Document information if they are designated or peer on the order that uses the Funding Document. 
8.0 Changes to Integrated Task Order Management System
Integration of LifeRay portal technology with the Integrated Task Order Management System has resulted in an ITOMS “landing” or “home” page with a new look and feel.  LifeRay portal technology has not been implemented on other ITOMS pages.  Functionality on the ITOMS “landing” page is mostly unchanged but has been organized into portlets.  Please note that the “Roles/Regions” field has been removed from the ITOMS “landing” page but has not been removed from other ITOMS pages.

9.0 Changes to GWAC Management Module
Integration of LifeRay portal technology with the GWAC Management Module has resulted in a GWAC “landing” or “home” page with a new look and feel.  LifeRay portal technology has not been implemented on other GWAC pages.  Functionality on the GWAC MM “landing” page has been organized into portlets.  Please note that a hyperlink to the “8(a) Stars II” GWAC has been added to the “Directory” portlet.
Consolidation of GWAC Quick Links and Navigation Bar Options
In response to user-feedback, GWAC “Quick Links” have been combined with navigation bar options in the LifeRay Portal menu on the GWAC “landing page”; and the “Quick Link” icons have been retired.  The modified navigation bar has not been implemented on other GWAC pages.  Menu options differ depending on the GWAC user profile as follows:    

GSA Admin Users 

	Welcome
	Delegations
	CAF Rates
	CAF Payments
	Orders
	Purchase Data (New Item)
	Reports

	
	Delegations
	
	Search CAF Payments
	Enter New Order Package
	Enter Zero Purchase Data
	

	
	Approve Delegations
	
	Unreconciled CAF Payments
	Search Orders
	
	

	
	
	
	Enter New CAF Payment Data
	
	
	


GSA PCO Users 

	Welcome
	Delegations
	CAF Rates
	CAF Payments
	Orders
	Reports

	
	Delegations
	
	Search CAF Payments
	Search Orders
	

	
	Approve Delegations
	
	Unreconciled CAF Payments
	
	


Vendor Users

	Welcome
	CAF Payments
	Orders
	Purchase Data (New Item)

	
	Search CAF Payments
	Enter New Order Package
	Enter New Purchase Data

	
	Enter New CAF Payment Data
	Search Orders
	Enter Zero Purchase Data


Client OCO Users 

	Welcome
	Manage Peer Access
	Delegations
	Orders
	Reports

	
	
	Delegations
	Enter Supporting Order Data
	

	
	
	Request Delegation
	Search Orders
	


GSA “Act as OCO Users”
	Welcome
	Manage Peer Access
	Delegations
	Orders
	Reports

	
	
	List Delegations
	Search Orders
	

	
	
	Request Delegation
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